KMBEP boakan 16 CPABHEHVE PEOAKLIN

CTAHOAPTHAA PACLLUPEHHAA
PEAAKUMA PEOAKUMA

OCHOBHbIE BO3MO>XXHOCTV CUCTEMbI

ueHTpanmsoBaHHoe ynpasneHvue un MOHUTOPWHIr

BO3MOXXHOCTU

MM6Ko HacTpamBaeMble 3aiaH1s Pe3ePBHOro KONMpPoBaHUA No pacnucaHuio/
ycnosusam pgns OC, nnat¢popmM BUpTyanmaaumm 1 NpuioXkeHun, B T4. ansa VMware
nHyper-V Ha ypoBHe runepsusopa, MS SQL Server, MS Exchange

Ba30Bble BO3MOXXHOCTU peNnnuKaLmn pe3epBHbIX KOMUIA M OYNCTKU XPaHUIVLY
B EQUHOM nnaHe 3awuThbl

SSL-wundpoBaHne KOMMYHUKaLMIA MeXAY KOMMOHEHTaMU, 3aLuTa pe3epPBHbIX
KOnui naponem

AKTUBHasA 3awuTa ot nporpaMM-BblmoraTeneﬁ C aBTOMaTN4YeCKum
BOCCTaHOB/NeHuemM I'IOBpe)KAéHHbIX AaHHbIX

rpaHymlpHoe BOCCTaHOBJ/IEeHUe O0CTYMNHbIX 06beKToB 3awmTbl

noaAEP>XXUBAEMbIE ONEPALIMOHHDBIE CUCTEMbI Y MPUNTOXXEHUA

0OC AcTpa Linux CMmoneHck

CYB 1 KOMMyHUKauun HenonHas nopaepxka MNMonHasa nogaep>xxka

%)

KnacTtepHblie koHpurypauum MS Exchange, MS SQL

AOOMNONMHUTENIbHbIE SAOAHUA AEHTAM PESEPBHOIO KONMMPOBAHUA

MnaH npoBepKu pe3epBHbIX KONUA

MnaH o4NCTKN XPaHUINLLY

MnaH pennukaunmn pesepBHbIX KOMWUIA U XpaHUNLLY
MnaH npeo6pasoBaHus B BM

MnaH pennukauvun BM

FpynnoBbie NaaHbl 3alUTbI

MNnaHbl off-host

AOOCTYNHbIE XPAHUWINLA N KOMIMOHEHTDI

MopaepikKa NEHTOYHbIX YCTPONCTB

000000

Mpokcu- u mepauna-cepsep (Yaen xpaHeHUs) ¢ NOAAEPIKKOI LLEHTPaNN3oBaHHbIX
ynpasnsieMbixX XpaHUNuLY, AefynauKauum, Katanormsaumm

OOCTYNHbIE BAPUAHTbI BOCCTAHOBJIEHUA

MrHoBeHHOe BOCCTaHOB/IEHUNE — 3aMyCK CUHTeTUYecKol BM nz
pesepBHOI1 konun

Q0
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MnaH o4uMcTKN XpaHunuuy

YNPABJIEHVE U OTYETbI

OT4YETbI 3a 3afiaHHble nepuoabl

PoneBasi Mofenb agMUHUCTPUPOBaHNS
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KMBEP boakan 16 CPABHEHVE PEOAKLIN

BO3MOXXHOCTU CTAHOAPTHAA PEOAKLIMA PACLLUPEHHAA PEOAKLIUA
3a ucknioveHmem gaHHom OC, cnucok NMoppep>xKa pacnpocTpaHAeTcs Ha pe3epBHoe
Moapep)kka OC AcTpa Linux CMoneHck nopaepXuBaembix OC uaeHTUYeH ans o6enx KONupoBaHWe N BO3MOXXHOCTb YCTaHOBKMN CepBEepPHbIX
pepakuuii KOMMOHEHTOB

MS SQL Server, Oracle Database,
SawwuTa CYB[l " KOMMYHUKaUWil Tonbko MS SQL Server n MS Exchange PostgreSaL/Postgres Pro, SAP HANA, MySQL / Maria
DB, Pepn B, MS Exchange, CommuniGate Pro

3awmTa KnacTepHbIX KOHGUrypauumn Moapep)XvBaloTCs TONbKO OTAENbHbIe Database Availability Groups (DAC), Always On
MS Exchange, MS sQL 9K3eMnnApbI Availability (AAG)

Pe3epBHOe KONMPOBaHMeE rocTeBbIX
BM psiga nnatédopm BUpTyanusauum Tonbko ana VMware n Hyper-V
Ha ypoBHe runepeusopa

Vmware, Hyper-V, oVirt, zVirt, Poca Buptyanusauus,
Pepn Buptyanusauus, HOSTVM, Red Hat Virtualization

Pe3epBHOe KONMpPOBaHMe rocTeBbIX MpumeHnMO Ko Bcem nopaep>xusaemMbiM nnatgopmam,
BM psiga nnatédopm BUpTyanusauumn EcTb orpaHuyYeHus BKnlovas Citrix XenServer, Red Hat Virtualization,
areHTamMu BHyTpu BM Linux KVM, Oracle VM Server, Nutanix
MOMEHTANbHBIE ANNAPaTHBIE CHAMKM HepocTynHo ans pesepBHOro KONMpPoBaHUSA Noanep>xka NetApp SAN Storage, Huawei OceanStor
VMWare vSphere Dorado
. BasoBble BO3MOXHOCTU B pamKax EguHoro OTAenbHbIN N1aH NPoBEPKU MeToaaMu CBepKMn
MnaH NnpoBepku pesepBHbIX KONWUA
nnaHa sawuTbl KOHTPOJIbHbIX CYMM 1 3anycka BM ¢ koHTponem nynbca
BasoBble BO3MOXXHOCTU B pamKax EguHoro OTAenbHbINA NaH O4UCTKU Mo 06BbEMY, Yncny unm
MnaH o4nMcTKM XpaHUInLY, .
nnaHa 3awuTbl BO3PacTy pe3epBHbIX Konuii
n = - OTAenbHbIN NNaH pennnkauum, B TOM Yucne XpaHunuuy
naH pennnkKaunmn pesepeHbIX TonbKo pennukauus pesepBHON Konumu npy eé

uesimkom, aona opraHm3auum MHOroyposHesoro

Konuii n XpaHunuwy co3paHuu B paMKax EpnHoro nnaHa 3awunTbl XpaHeHus

OTAenbHbIi NnaH npeobpasoBaHus ans P2V murpauumn
MnaH npeo6pasoBaHus B BM HepocTtynHo B VMware ESXi / Workstation, Hyper-V, apyrue
cucTemMbl BUpTyanusauum Yyepes parinbl VHDX

OTaAenbHbIA NNaH pennukauvm BM, cuHxpoHusauus
B peanibHOM BpPEMEHU C rOTOBOW K MOMEHTalbHOMY
3anycKky BM

HepocTynHo Ans co3aaHUs TOYHOI Konun BM

LWEL R LT VMware ESXi Ha TOM )Xe unv apyrom xocrte

CTaTuyecKue rpynnbl 06bEKTOB 3aLWnTbl, popMupyemMble
BPYYHY!I0, U AUHaMUYeCKUe rpynnbl, aBTOMaTNYeckun
¢opmMupyemble no 3agaHHbIM KPUTEPUAM

Tonbko nHAaMBUAyasnbHblie NfaHbl 3aWnTbl

FpynnoBble NnaHbl 3aWnTbl
Py 1 3apaHHbIX 06bEKTOB

Honnep)KMBae'rcﬂ Ha3Ha4vYeHune BblaeieHHbIX areHToB

MNMnaHbi off-host HepocTynHo
nop, 3apayv NPoOBEepPKU, OYNCTKM, pennvkaummn
. OCTYIMHO, BK/IOYasn NOAAEPXKY PeXXUMOB
Mopnep)XKa NeHTOYHbIX YCTPOWUCTB HepocTynHo Aocty ARSPKKY P
MHOronoTO4YHOCTU M MYNbTUN/IEKCUPOBaHNSA
KOMMOHEeHT 1 ero BO3MOo>XKHOCTN HEAOCTYNHbI LleHTpar iHble ynp XpaHunuwa,
MNpokcu- u megna-cepsep BmecTo ueHTpanbHOro nHAeKca co3aalTcs ux pepynnukauvs, naponbHas sawmra,
(Ysen xpaHeHus) oTAeNbHbIE MHAEKCbI Ppe3epBHbIX Konuii LEHTPaNM30BaHHbIN UHAEKC BCEX Pe3epPBHbIX KoNuin
C BO3MO>XHOCTbIO NOMCKa B HUX C NONCKOM

DocTyn K auckam pe3epBHO KONUU 1 AaHHbIM
NpUoXeHWiA 3a ceKyHAbl. Bo3MO)XXHOCTb
npeo6pa3oBaHUsA B NOCTOsIHHYI0 BM

3anyck cuHTeTu4eckor BM ns pesepeHon

MrHoBeHHO€E BOCCTaHOBNEeHue
Konuu B cpeaax VMware HeoCTyneH

YAanéHHOe BOCCTaHOBMEHUe Ha «rofoe AocTtynHo yp.anéHHoe BOCCTaHOBJ/1€eHNe u3 oﬁpasos
CepBep PXE B KOMMJ1IeKTe NocTaBKU Win co3aaHHbIX C NTOMOLbIO
>Xenez3o» He[oOCTYNHO ~
cneuvanbHOM YTUINTDbI

KoHdurypupyembie BUAXKETbI C aKTUBHbIMU

OTYéTbI 0 paboTe cUCTEMbI Ha 3/IEKTPOHHYIO
9/1eMeHTaMM C BO3MOXKHOCTbIO OTNPaBKMN

OTuyéThbl 33 3aAaHHbIE Nepuoabl nouTy M/Unn coxpaHaembie Ha AUCK N
HEROCTYNHBI npeacTasnseMbiX AaHHbIX M0 3N1IeKTPOHHOW novTe
U coxpaHeHUs Ha auck B ¢opmaTtax XLSX, PDF
m Heckonbko ponei agMMHUCTPaTOPOB, BK/lOYas poib
Ponesasi mopenb OpHa agMUHUCTPaTUBHas Y4€THas 3annchb
. ANs cnyx6 UB, ans ynpasneHus BbiAeNeHHbIMU
aAMUHNCTPUpPOBaHUSA NOJIHBIMW NPaBaMu Ha ynpasieHne cCucTeMoin

cermMmeHTaMum

B CJTYHAE HEOBXOAUMOCTU CTAHAAPTHbIV CPOK TECTUPOBAHUA NOJTHODYHKLVUOHANIbBHON
NMPOBHOW BEPCUN B PACLULMPEHHOW PEAAKLIAN (30 AHEWN) MOXXET BbITb YBEJ/IUYEH.
OBPALLAMTECH B HALLY TEXHUYECKYIO NOAAEPXKKY.
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